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WHAT THIS WOREBDOK INCLUDES

Gap Assessment workbook for zz::::e:m Fghl rils, Ao T elasaif catiar, B warldllow
Agentic AI teams L i—_“::f:li"""""'“ﬁ' for agents, toels, mamory and named heran

@ ASl applicability matrix with EL' Al Act article exposure per risk

A practical five-page worksheet for mapping live agent workflows to the OWASP

Evidence review lied to the seven control areas most teams miss.

Agentic Security Initiative Top 10, the EU Al Act articles they trigger, the evidence o Femedistion backlog phis security, enginesring, and compliance
auditors will ask for, and the remediation owners who must close the gaps before sign-cft
August 2, 2026.

USE WHEN

10 7+

EAD You already know the theory
Quarterly and need the operating

OAASP AST nsks scored in ane Artiches 9 10, 12 14, 15,17, 28 Re-run afber maberial model,
warking sessian. ard related triggers. prampt, tood, or workflow ducument'
changes.

This workibook 15 for leams pait awareness. |1 S meant for intemal
feview Meelndgd, audil-prep workshopd, and budget corveriations
where someane needs o ardwer: which agent risks apply, whadh EU
Al Act obligations are inggered, and whal prool exists today.

HOW TO RUN THE WORKESHOP

Irventory the worldflow List every agent, tool, MCP server, memary stare, and hurnan approsal

1 surface mwalved in production ssecution :
Supporting assets
Score AS] applicability. Mark each DWASP AS| rigk as in-tcope, cut-of-scope, or unresebeed for yowr
2 specific warkflow Pair thiz POF with the machire-readable crosswalk C5Y and the contreds
checklist when you reed reference detail after the workshop.
3 Hame the evidence. i you cannot point to a log, report, approwval record, or plan, treat the conftrol a2
# gap rather than a claim. WORKEDOK CHECKLEST C5W APPENDIX
4 Assign owners and dates. Turn wnresolved rgks into a traceed backlog with severty, accountable

aner, and sign-of

Mot legal advice. Use as an operatianal planning tool. OWASP A5 Top 10 EUALACt  Page i
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SECTION 1« SCOPE AND SYSTEM INVENTORY

1. Define scope before scoring risk

WOREFLOW MAME VEREION

AMMEX |

SYSTEM INVENTORY WORKSHEET

WORKFLOW AGENT ¢ TOOALS, MEMORY HUMAN
OR DRCHESTRATOR MLCP, O] RAG OWHER
DECISIDN EXTERMAL

SYSTEMS

Minimum evidence to gather before the review

@ Risk register of risk log covering the workdlow,

@ Tool [/ inbegration irventory with owners and change history.
@ Approval and overrade records for human owersight.
L ]

Monitoring plan plus incident or escadation process.

Goal: reate one baunded system inventory per live workflow.

CLASCIFICATION

| PAGEZ |

Rk analyss fails when tsams mix provider obligations, deployer obligations, and unclear
warkllow baundaries. Fill these fislds first

BOUNDARY CHECKS

@ Name the production path. Avoid broad labels Bee "sll copilots” if the approval and
tood surfaces differ by workflovw

@ Separate provider and deployer tasies. Provider design duties and deplayer

operating duties often land on different teams.

™ List every tood with write capabiity. File writes, AP| mutations, emad send, code
execution, and payment scbions matter most

@ Mark persistent state. Any memory, RAG, cache, profile store, or leamed leedback
path changes the risk picture materially.

™ Wite down the human stop point. If na one can pause, override, or disabls the
workfiow, that is already & likely Article 14 gap.

Shortcut for prioritization

If the warkflow has tood access, persistent memory, ar can act on behalf of uwsers, assume
muailtiple ASI risks are in scope until yau can disprowe them with architecture and svidence

High-risk use cases under fnnex 1, or systems materialy influencing those use cases, shauld
be reviewed with complance participation froem the start.

Irentary  Boundaries  Page 2
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EECTION 2 - &3] AFPLICABILITY AND ARTICLE EXFOSURE o

Use Strong anly when the contrel i smplemented and yau can nams the supporting
artifact. Use Partial when the control exists but proof or coverage is incomplete. Use Gap
wihen no defensible svidence exsts

2. Mark which ASI risks actually apply

B STRONG B FARTIAL & ceF

L RISE FRIMARY ARTICLES AFPLEEST CUFRRENT STATE EVIDENCE TD VERIFY

ASHN Agent Gaal Hijack Art G, Art. 15 Yes / Mo/ Review Strong / Partial / Gap Prampt-injection tests, risk register entry, anamaly
Promgt injection, instruction override, aberts.
adversarial misuse.

ASIO2 Too! Misuse Art. 9, At 15 Yes ! Mo f Revies Strong / Partial / Gap Toal allowlists, toal-call logs, destructve-ap
Unsafe use of kegitimate toals and chained appravals
sysiEms

ASIOE \dentity and Pravilege Abuse Art 8, Art. 15 Yes ¢ Mo/ Review Strong [ Partial / Gap Sroped credentials, ratation logs, named identity
[efegated trust and owesbroad credentials TWTREL

ASI04 Supply Chain Vulnerabdities Ay, 57 Yes f Mo/ Bevies Strong J Partial / Gap SBOM, pirmed versions, sigrature verification,
Compramised MCP, phugins, ar update paths change control.

ASIOE Unexpected Code Execution art. 15 fes f Mo/ Review Strong / Partial / Gap Sandbox evidence, execution logs, appraval gate
Agent-generated or agent-triggered code reconds
runs cutside intent.

ASIDE Memory and Context Poisoning drt, 15, Art 10 fes / Mo/ Revies Strong / Partial / Gap WMemory grovenance, write awdit trail, integeity
Persistent context cormupts fulurs reasaning. chadis,

ASIOT Insecure inter-Agent Communication Art. 15 ¥es f Mo Jf Revies Strong [ Partial / Gap Suthenticated channels, sgred AgentCards,
Spoofed ar untrusted AZ4 messages. message kags.

ASIE Cascading Fafures At O frt, 15 Yes / Mo/ Revies Strong /f Partial / Gap Circuit-breaker tests, waorkflow monitaring,
Multi-agent ar workflow-ievel biast radius mcdent procedures.
Esues

ASI Human-Agent Trust Exploitation At 14 Yes / Mo/ Review Strong /f Partial / Gap Training, disclosures, FRIA coverage, verificatian
Automation bias, manipulative output. fags.
mizsing disdosune.

A5 Rogue Agents At O, At 14, At 15 Yes ! Mo f Revies Strong / Partial / Gap Kill-switch verification, drft reparts, inddent

Drift, compromised awtonamy, missing kill
swibch

Scoring rule

IF & rish i in stape and you cannat identify a concrete artidfact, do nat call the control complete.

Recard it as Partial or Gap.

This prevents the camman fafure mode whens teams confuse stated policy with operating

evideroes,

Goal: leave the room with an horest ASI in-scope assessment.

Fast escalation triggers

Ary write-capable tool with no apgraval gate.

Persistent memory with no provenance or purge palicy.

External MCP or AZA Bnks with no version pinning o identity verification.
Mo independent stop path for a live production workflow.

escalation path.

Agplicability  Articles

Page 1



H OWASP ASI x EU Al Act Workbook

SELTION 3 - CONTROL EVIDENCE REWIEW

3. Review the seven control areas that

usually break first

CONTROL AREA

Prompt-mjection defense in depth
Lezst-privilege tool scoping
Supply-chain and remote-agent trust
Sardboxing plus human approval gates
Memory provenance and feedbacic-ioop
controls

Crcust breakers and blast-radics limits

Kill swétch and drift monitoring

PRIORITY RULES

Goal: onwer wague control claims into inspectable evidence requirements.

COVERS

ASHM, ASHIE

a1 % 15

ASNI2, AZI0D3
Art. 8, 12, 15

ASHM, ASKT
Art. 17,15

ASHIZ, ASIS
Art 14,15

ASHIE
Art. 10,15

ASHIB
Art. 8, 15, 26

ASID
Art. §, 14, 26

Gap + high-impact workflow shauld move into remediation immediately.
Partial + no named owner is usually & pragrarm management failure, not an enginesring one.
Control exists but evidence is scattened should be treated as an audit-readiness iswe.

Evidence smits but is manual and fragle should be treated as a scaling nsk.

| PAGE4 |

These are the minimaum contrel domains that tend to span multiple ASI risks and

midiple EL AL Act articles at cnce

MINIMUM EVIDENCE AN AUDITOR SHOULD BE ABLE CURRENT S5TATE CWHER BUE
TO INSPECT

Red-team repart, instriction hierarchy tests, untnsted- Stromg / Partial /
content policy, anomaly alerts. Gag

Taal allvadists, full taal-call lineage, destructive- Strarg / Partisl /
operation approval reconds. Gap

SBOM, pinned versions, signed AgentCards, MOP Stromg / Partial /
verification and charge bags Gap

Sandbox configuration evidence, execution telemetry, Strong f Partial /
approval queue recoeds, stop procedure. Gap
Memary-write audit traid, provenance metadata, Strong / Partial /
eupiration policy, imtegrity checis. Gap

Warkflow faifure tests, corelation fraces, escalation and Strorg / Partial /
containment procedure. Gap

Kill-switch verification, drift thresholds, post-marke: Strong f Partial /
monitoring path, incident reparting route. Gap

WHAT USUFALLY CAUSES FALSE CONFIDENCE
@ Policy documents without execution-path enfarcernent

™ Logs without correlation [Ds, review decisions, or full teod parametsrs.

@ Approval steps that exist in theory but ane bypassed in ungent operations.
[ ]

Manitoring dashbaards that do not Feed meéident handling or change cantrod

Comtrals  Ewidenice

Page 4
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EELTION 4 - BACKLOG AMD S1GM-OFF

4. Turn findings into an owned

remediation plan

REMEDIATION BACKLOG

GAF IE5UE SEVERITY | LINKED AS1 | OWNER
i F ARTICLE

REVIEW SIGM-DFF
SECURITY OWNER EMGINEERING DWNER

DUE

EVIDENCE
MEEDED

The mesting it only useful if gaps leave the reom with an accountable awner, target date,

-DAY OFERATING PLAN

and svidence axpectation

Week 1: hnakize workfow boundanies, legal rale, and named overdght awner

Week 2 validate control evidence for every in-scope ASI risk and mark all

ursUpported ¢lasme 55 gaps

Week 3 collect missing records, tests, and logs or creste rermediation tickets

whers prood does not exist.

Week 4 sign off the review, attach supporting artifacts, and schedule the next

quartedy re-run.

EUSINESS / WORKFLOW OWMER

Harve | sigrabure £ dane Marna { Sgrature £ dine

Use this warkbook as the primary meeting dooument.

Best for workshops, owner assignment, and operational sign-off

kla digital - Gowemnance keyer for Al agents in production

s the rontrols checklist 2z the controd Ebrary.
Hest for mplementation detal after gaps are identified

Bama f sgnature ! dine

Blame § sgnaturd § date

LUse the CEV as the machine-readable sppendi.

foaling.

Best for sorting, fikering, or importing the rosswalk into internal

Backlog  Sign-off  Page 5



